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1. TepmuHbI 1 onpeaeeHus

CaiiT — COBOKYNMHOCTE IPOrPaMMHBIX M aIlapaTHBIX CPeACTB mwisi DBM, o6ecrneunBaromux
MyONMMKAlMIO 11 BeeoOumero o6o3peHnss MHGOPMAIMHM M JAHHBIX, OOLEIMHEHHBIX OGIIHM IIeIEBBIM
Ha3HA4YCHHUEM, IIOCPEJCTBOM TEXHHYECKHX CPEICTB, NMPHMEHAEMBIX U CBA3H Mexay DBM B cerw
Hureprer. [Toa Caiitom B Cornamennn nonumaercs Caift, paciioioKeHHBIH B CeTH Hnrtepner mo anpecy:
http:// oboronpribor.ru

IToab3oBaTenn — nonb3oBatens cern MuTepHeT M, B yactHocTH, CaiiTa, MMEIOIHMIl CBOIO JTHYHYIO
cTpaHuly (IpoduIIb/aKKayHT).

@enepanbuplii 3axon (P3) — @enepanbublii 3akon ot 27 wioas 2006 r. Ne 152 ®3 «O
[IEPCOHATBHBIX JAHHBIX).

Ilepconanbubie pannbie — mobas uHPOPMALHS, OTHOCALIASCS NpsMO WM KOCBEHHO K
ONMPECTICHHOMY HITH ONpe/essieMoMy GU3HIecKOMy JHITy (CYOBEeKTY MepCOHATBHBIX JAHHbIX).

Oneparop — rocyiapcTBeHHBI OpraH, MyHHUMNAILHBIH OPraH, IOPHIHMYECKOE WIH (pusnueckoe
JHILO, CaMOCTOATENBHO HIIH COBMECTHO C JPYIMMH JIMIAMH OPraHH3yIOIHe U (MJIH) OCYMIECTBIISIOIIHE
00paboTKy NepcoHANBHBIX TaHHBIX, a TAKKe ONpeleNsiolMe HedH 06paboTKH MepCOHATBHEIX JAHHBIX,
COCTaB ICPCOHANLHBIX JIAHHBIX, MOAJEKAWMX 00paboTke, nelicTBHs (Olepanuu), COBEpIIAEMBIE C
MNEPCOHAILHBIMH  JIAHHBIMH. O6mecTBo c OrpaHHYEHHOMH OTBETCTBEHHOCTBIO «HITIT
«OGopoHIPOMIIPHOOPY, PACTIOIOKEHHOE 10 aJIpecy: I. Pa3aus, yi. Hosas, 1. 92, nut. A, xomuara 412.

ObpaboTka nepconabHBIX JaHHLIX — M06oe JelicTBHe (Omepamus) uiu COBOKYIHOCTB JIEHCTBHIM
(omeparunii), coBepIIaeMbIX C HCHOJIB30BAHHEM CPEICTB ABTOMATH3ALMH WM 0€3 UCIIONb30BAHMS TAKHX
CPCACTB C NEPCOHAILHBIMUH NAHHBIMH, BKJIIOYas cOOp, 3amHCh, CHCTEMATH3allMIO, HAKOIICHHE,
XpaHeHue, yTouHeHHe (OOHOBIEHME, HM3MEHEHHE), H3BJICUCHHE, HCIIOJIb30BAHHE,  Ilepenavy
(pacmpocTpaHeHue,  NpeJOCTABICHHE, nocryn),  obesauuuBanue,  OJIOKHpOBaHHE,  YJAJICHHE,
YHHYTOKEHHE [IEPCOHANBHBIX JaHHBIX.

ABTOMATH3HPOBAHHAS 06PAGOTKA NEPCOHATBLHBIX JAHHBIX — 06paGOTKa EPCOHATBHBIX AHHBIX
C MOMOUIBIO CPECTB BEIYHCIHTEILHON TEXHHKH.

PacripocTpanenne mepcoHaNbHBIX JAHHBIX — JeficTBHe, HANpaBlCHHOE Ha pacKpbITHE
[ICPCOHATBHBIX JIAHHBIX OINPE/ICJICHHOMY KPYTy JIML M0 HPEIBAPHUTEIBHOMY COTJIACHIO, B CIyYasx,
IPElyCMOTPEHHBIX 3aKOHOM.

[Iperocrasienne mnepcoHANBHBIX JAHHBLIX — JIeHCTBHs, HampaBlIeHHbIE Ha pacKpeITHE
EPCOHATBHBIX IaHHBIX ONPE/IETICHHOMY JIHILY HITH OTIPEIeIEHHOMY KPYTY JIHIL.

bioknpoBanne nepcoHaNLHBIX JAHHBIX — BPEMEHHOE NpeKpalmenne o6paGoTKH TepCOHATBHBIX
JQHHBIX (32 HMCKTIOYCHHEM CIlydaeB, eciu oOpaboTka HeoOXOAuMa Il YTOYHEHHS MEepCOHAIBHBIX
JIaHHBIX ).

YHHYTOKEHHE 1EPCOHANBHBIX JAHHBIX — JCHCTBHS, B pe3y/ibTaTe KOTOPHIX CTAHOBUTCH
HCBO3MOKHBIM  BOCCTAHOBMTb COJCPXKAHHE TIEPCOHANBHBIX JaHHBIX B HHQOPMALMOHHON CHCTeMe
NEPCOHATBHBIX JIAHHBIX W/MIIM B PE3y/IbTaTe KOTOPBIX YHHYTOMKAIOTCS MATEPUANBHBIE HOCHTENH
NEPCOHANLHBIX JAHHBIX.

Obesmm4uBanHe NEPCOHANLHBIX JAHHBIX — JIeiiCTBHS, B pe3yNbTaTe KOTOPHIX CTAHOBHTCS
HEBO3MOKHBIM 0€3 HCIIONB30BAHMS JIOTIONHATEILHON HH(GOPMALMH ONPENEIHTh NPHHALIEKHOCTD
[IEPCOHATBHBIX JIAHHBIX K KOHKPETHOMY CYOBEKTY NEePCOHAIBHBIX JaHHBIX.

Hudopmaunonnas cucrema nepconanbupix aanubix (MCII) — COBOKYIHOCTb COJEPKAIIMXCS B
Gasax JlaHHbIX IIEPCOHANIBHBIX JaHHBIX H 00ECTICYNBAIOIINX HX 00paboTKy HH)OPMAIIMOHHBIX TEXHOIOTHi
H TEXHHYECKUX CPEJICTB.

2. Obmmne noJioskeHns
2.1. Ilonoxenue 0 MOpsiAKe XpaHEHHs W 3alIUTHI NEPCOHAIBHBIX JaHHBIX [lonp3osareneii Caifra
(manee — [lonoxenue) paspaGoraHo ¢ wembio coGmONEHHS TPeGOBAHMH 3aKOHOJATETLCTBA PO,
COACPHKAIMX NEPCOHATIBHBIC TaHHble H HaeHTHOuKauu [Tons3oBareneii, Haxosaumxcs na Caiite.
2.2. llonoxenue paspaborano B coorsercTeuu ¢ KoHcTuTynueit PD, I'paxxmanckum kojexkcom PO,
JeHCTBYIOLINM 3aKOHONATENLCTBOM P® B 061aCTH 3alIUTHI EPCOHATBHBIX JAHHBIX.
2.3. Tlonoxenue ycraHaBIHBAaeT MOPSAOK 0OpabOTKH NEepCOHANBHBIX JaHHBIX Ilob30BaTeNel
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Caitra: nefictBust mo cOopy, CHCTEMaTH3alMd, HAKOIUICHHIO, XPAHEHHIO, YTOYHEHHIO (OGHOBIECHHMIO,
M3MEHEHHIO), YHUUTOKEHHIO IIEPCOHAIBHBIX JaHHBIX.

2.4. llonoxenue ycraHaBiaMBaeT o0s3aTenbHble s cotpyauukos Oneparopa, 3a1eiicTBOBAHHBIX B
oOcinyxusanun Caiita, oOmue TpeGoBaHHS M mNpasuia 10 paboTe CO BCEMH BHIAMH HOCHTEJIE
HH(pOpPMaIuH, CoepXKalMMH [epcoHaIbHBIC nannbie [Tonp3oBateneii Caiita.

2.5. B Tlonoxenun He paccMaTPHBAIOTCS BONPOCH O0ecreyeHHs Ge30MacHOCTH MEpPCOHANBHBIX
JaHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM IIOPS/IKE K CBEJCHHUSIM, COCTABJISIOIINAM TOCYIapCTBEHHYIO TallHy
Poccuiickoi ®enepanumn.

2.6. Llenssmu ITonokenus SBIAIOTCS:

— obecnedenue TpeGoBaHMH 3aUTHI NpaB u cBOOOJ YelOBEKa M TpakAaHWHA Npu 00paboTke
IICPCOHANIBHBIX JIAHHBIX, B TOM YHCJIC 3aIlUTHI IIPAB HA HENPUKOCHOBEHHOCTH YACTHOM YKM3HH, JIMYHYIO H
CceMeinyro Taiiny;

— UCKIIIOYEeHHE HECAHKIMOHMPOBAHHBIX AeHcTBUH coTpynHHKOB Onepatopa U JIHOOBIX TPETHHX JIMIL
no cOopy, CHCTeMaTH3alli{, HAKOIUVICHHIO, XPAHEHHIO, YTOYHEHHIO (OGHOBJICHHIO, H3MEHEHHMIO)
NEPCOHANBHBIX JaHHBIX, HHBIX (JOPM HE3aKOHHOIO BMELIATENIbCTBA B HH(DOPMAIMOHHBIE PECYPCHl H
JIOKAJIBHYIO BBIYUCIHTENBbHYIO ceTh Omnepartopa, obecredeHHe MPABOBOTO H HOPMATHBHOIO pEXHMA
KOH(HMICHIMAIBHOCTH  HeJIOKYMEHTHpoBaHHOH  uHopmanmmn  [lonme3oBareneii  Caiita;  3ammta
KOHCTHTYIIHOHHBIX NpaB IpaykJdaH Ha JIMYHYIO TalHy, KOH(QHICHUHAILHOCTh CBEICHHMH, COCTaBIISIONIAX
NEPCOHANIBHBIC JIAHHBIC, W IPENOTBPAICHHE BO3HMKHOBEHHMS BO3MOYKHOH Yrpo3el 0e30MacHOCTH
[Tone3osareneii Caiira.

2.7. lIpunyunst 00pabomku nEpcoHaIbHbIX OAHHBIX:

— 00paboTKa INEepCOHAIBHBIX IAHHBIX JOJDKHA OCYILIECTBIATHCHS HA 3AKOHHOW M CIpaBeIHMBOMH
OCHOBE;

— 00paboTka NnepcoHaNBHBIX JaHHBIX AOJDKHA OTPAHHYHBATHCS HOCTHIKEHHEM KOHKDETHBIX, 3apaHee
OIIpe/Ie/ICHHBIX M 3aKOHHBIX Leneil. He nomyckaercst 06paboTka nepcoHaNbHBIX JAHHBIX, HECOBMECTUMAS C
1eJIsIMH ¢O0pa NePCOHANBHBIX JaHHBIX;

— He Jonyckaercs oObeauHeHHe 0a3 NaHHBIX, COIEPKAlIMX IEPCOHANBHBIE TaHHBIE, 00paboTKa
KOTOPBIX OCYIIECTBISIETCS B LIENISAX, HECOBMECTHMBIX MEXIY COBOI;

— 00paboTKe MOIeKAT TOIHKO IIEPCOHAIBHbIE JaHHBIE, KOTOPBIE OTBEYAIOT LIEISIM HX 00paboTKH;

— coaepxanue M o0beM 00pabaThIBAEMBIX MEPCOHATBHBIX JAHHBIX O/DKHBEI COOTBETCTBOBATH
3asBJIEHHBIM 1eaaM  oOpabotku. OOpabaTbiBaeMble MepCOHATbHBIE JAHHBIE HE JIOJIKHBI  OBITH
M30BITOYHBIMH MO OTHOIIEHHIO K 3asBJICHHBIM LIEJIAM HX 00paboTKu;

— npH 00paboTKe MepcOHANLHBIX NAHHBIX JODKHBI OBITH O0EcnedYeHbl TOYHOCTH MEPCOHATBLHBIX
JAQHHBIX, MX JIOCTATOYHOCTb, @ B HEOOXOAMMBIX CIy4asX H AKTYalIbHOCTH IO OTHOIICHHIO K IIEJISAM
00paboTKH NEePCOHANILHBIX JaHHBIX;

— XpaHEeHHE NMEePCOHANBHLIX JaHHBIX JOJKHO OCYLIECTBIATHCS HE J0JIbLIE, YeM 3TOro TpeOYIOT 1en
00paboTKH INEepPCOHANBHBIX JaHHBIX, €CJIH CPOK XPaHEHHS MEPCOHAIBHLIX JAHHBIX HE YCTAHOBJIEH
DenepanbHBIM 3aKOHOM, JIOI'OBOPOM, CTOPOHOI KoToporo ssisiercs [lonszopares;

— oOpabaTeiBaeMble EePCOHATIbHBIE JAHHBIE TOUIEKAT YHHUYTONKEHHIO THO0 063 IMUMBAHHIO 110
JAOCTHXEHHH Iefie 00paboTKH MM B CiIydae yTpaThl HEOOXOJHMOCTH B JIOCTHXKEHHH 3THX Lelei, ecnu
HHOE HE 1pejlycMoTpeHo DenepaibHbIM 3aKOHOM.

2.8. Yenoeun obpabomxu nepconanvnuvix OaHHbIX.

2.8.1. Obpaborka nepconanbHbIX AaHHbIX [Tosp30BaTeneit CaifTa ocyIIeCTBIAETCS Ha OCHOBAHHH
I'paxxnanckoro xozxexca P®, Koncruryuun P®, neiictByroniero 3akonouarenscrsa PO B 061acTH 3a1mThI
[IEPCOHANIBHBIX TaHHBIX.

2.8.2. ObpaboTka nepcoHaabHbIX JaHHBIX Ha CaiiTe OCYIEeCTBIAETCS ¢ COOJIIOIEHHEM IPUHLIMIIOB H
npasuJl, IpeycMoTpeHHbIX [lonokenuem u 3akoHoaarenbeTBoM PO,

ObGpaboTka nepcoHaTbHBIX JAHHBIX JOMYCKAETCS B CACAYIOMIUX CIydasX:

— 00paboTKka nepcoHaIbHBIX TaHHBIX HEOOXOAMMa Il UCojb3oBanus CaiiTa, CTOPOHOH KOTOPOro
apisiercs [Tonb3oBarens;

— 00paboTka mepcoHaNbHBIX MAaHHBIX HeOOXOIWMA i 3alUTHI JKH3HH, 310POBbA MM HHBIX
)KH3HEHHO BaXKHBIX HHTEpecoB [lonb3oBarens Caiira, eciin nojiydeHne Coriacks HEBO3MOKHO;
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— 00paboTKa nepcoHaNbHBIX JaHHBIX HEOOXOMMMA JUIs OCYIIECTBIIEHHS MPaB M 3aKOHHBIX HHTEPECOB
Omneparopa WM TpeThHX JIMIL OO ISl ZOCTHXEHHs OOIIECTBEHHO 3HAYMMBIX IeJeil TP YCIOBHH, 4TO
[IPH 3TOM HE HapylaroTcs npasa u cBoboabl [Tons3zoBareneii Calita;

— o00paboTka mnepcoOHaNbHBIX JAHHBIX OCYILIECTBISIETCS B  CTATHCTHYECKHX MJIM  MHBIX
HCCJIEIOBATENIBCKUX [IEJIsIX, 32 UCKJIIOYEHHEM 00pabOTKH NEePCOHANBHBIX JaHHBIX B LEJSAX [IPOIBHIKEHHUS
TOBapoB, paboT, YCIyr Ha DPBHIHKE IIyTEM OCYIUECTBJIEHHs IPSAMBIX KOHTAKTOB C IOTCHIHATBHBIMH
NOTPEOUTENAME ¢ TOMOIIBIO CPEJICTB CBSA3H, a TAKXKe B LEJIAX MOJMTHYECKOH ardTaluu, NMpH yCJIOBHH
00s3aTeNbHOr0 00€3IMYHBAHMS [IEPCOHATBHEIX JaHHBIX.

2.9. Llenu obpabomku nepcoHaIbHbIX OAHHBIX.

2.9.1. Obpaborka nepconanbHbIX AaHHbIX [Tosb3oBareneii CaiiTa OCymIeCTBISETCS HCKIIOUHTEILHO
B LIEJIAX npejiocTaBiienus Ilonp3zoBaresno BO3MOXKHOCTH B3auMoeHcTBOBATE ¢ CalfToM.

2.9.2. CsezmenusaAMH, COCTaBJISIOUIMMH TEpCOHANBHLIE naHHble Ha Caifte, sBusercs moGas
HH(pOPMALKS, OTHOCAIIAACS K OIPEIeICHHOMY HIIH OIpe/Ie/sieMOMy Ha OCHOBAHHHM TakoM MH(OpMaImn
(usuyeckomy Ly (CyOBeKTY MepCOHATBHBIX JaHHBIX ).

2.10. Hcmounuku nonyuenusn nepconanvhvix oannsix Ilonvzoeameneil.

2.10.1. HMcroynukom wuHboOpMmaimu 0060 BCeX NMEPCOHANBHBIX JAHHBIX Il0JB30BATENs SBISETCS
HenocpencTBeHHo cam [losp3oBarers.

2.10.2. HMcroynukom MH(OPMALMHE O MEPCOHATBHBIX JaHHBIX Ilonb30BaTeNs ABJSIOTCS CBEICHHS,
NIOJTy4€HHBIE BCIe/ICTBHE MpeocTaBieHus Onepatopom [losp3oBaTento npas mois3oBanus CaiTomM.

2.10.3. Tlepconanbupie nannbie [lonb3oBareneidl OTHOCATCH K KOH(QHACHIMAILHOH HH(MOPMAIMH
OTrpaHHUYEHHOr0 J0CTYIA.

2.10.4. OGecrieuenns KoH(GUACHIHATLHOCTH NEPCOHANBHBIX JTaHHBIX HE TpefyeTcs B caydae HX
00e3THIMBaHusl, @ TAK)KE B OTHOIIEHHHU OOLIEI0CTYITHBIX NEPCOHATBHBIX JAHHBIX.

2.10.5. Oneparop He uMeeT npasa cobuparh U 0OpabaThIBaTh MepcoHaANLHBIE faHHbIe [lonp30BaTens
0 €ero pacoBoOif, HaIMOHAILHOH NPHHAATEHKHOCTH, HOJIUTHYECKHX B3MUIAAAX, PEIMIHO3HBIX MM
unocodekux  yOexmeHusix, YACTHOM IKH3HM, 32 HCKIIOYEHHEM CJIyYaeB, MPeayCMOTPEHHBIX
JEHCTBYIOIIMM 3aKOHOAATEILCTBOM.

2.10.6. Oneparop He UMeeT Tpasa MoJIy4aTh H 00pabaTeIBaTh MepcoHaNbHbIE AanHble [Tonbp30BaTeNs
0 €ro 4YIeHCTBE B OOIIECTBEHHBIX 00BEAMHEHUIX HIH ero npo)Col03HOM JeITeIbHOCTH, 32 HCKIIFOUCHHEM
CJIy4aes, IpeaycMoTpeHHBIX DeaepanbHbIM 3aKOHOM.

2.11. Cnocodw 06pabomku nepcoHanbHbIX OGHHBIX.

2.11.1. TIlepconanpubie manubie [lonep3oBateneit Caiita 06pabaTBIBAIOTCS HCKIIOUMTENBHO €
HCIIOJIE30BAHHUEM CPEJICTB aBTOMATH3AIIMH.

2.12. Ilpasa cybovexmos (Ilonvzosameneii) nepcoHaNbHLIX OAHHBIX.

2.12.1. Tlonb3oBaTens HMMeET IPaBO Ha IOJXydeHHe cBejaeHuii 06 Omneparope, 0 MecTe €ro
HaXOXKAeHHUs, 0 HamHYuK y OnepaTopa nepcoHaIbHBIX TAHHBIX, OTHOCSIIMXCS K KOHKPETHOMY CYOBEKTY
nepcoHaIbHBIX TaHHBIX ([Tonk30BaTemo), a Tak)ke Ha 03HAKOMJIEHHE C TAKHMH NE€PCOHAIBHBIMH JIaHHBIMH,
32 HMCKIIIOYEHHEM CJIy4aeB, IPEeAyCMOTPEHHBIX dYactblo 8 cratbu 14 @enepanpHoro 3axona «O
IEPCOHANIBHBIX JaHHBIX).

2.12.2. Ilonb3oBaTellb MMEET NPaBo Ha MoiydeHHe ot Oneparopa IpH JIMYHOM 0OpAIIeHHH K HEMY
nubo npu nonyyenun OnepatopoM mHCbMeHHOro 3amnpoca ot [lons3oBatens ciemyiomeil nHGOpMAaIUH,
Kacaronieicst 00paboTKH ero nepcoHaIbHBIX JaHHBIX, B TOM YHCJIE COEPIKAIIEH:

— HoATBepixkaeHHe (akrta 06pabOTKH NEepCOHANBHBIX JaHHBIX OnepaTopoM, a Takke Iejlb TaKOH
obpaboTku;

— [IPABOBBIC OCHOBAHHMSA U LeJIH 00paboTKH MepcOHANBHBIX JaHHBIX

— LeIH ¥ puMeHsemMble OnepaTopoM cnocoObr 00paboTKH NEPCOHATBHBIX JaHHBIX;

— HaMMCHOBaHME W MeCTO HaxoxjaeHus Oneparopa, cBelE€HHS O JHIAX (3@ HCKIIOYEHHEM
pabOTHHKOB ONepaTopa), KOTOPbIe HMEIOT JOCTYI K MEPCOHATBHBIM TaHHBIM HIH KOTOPBIM MOTYT OBITH
PaCKpBITHl NEPCOHATBHBIC [aHHBIE HAa OCHOBAaHHMHM Jorosopa ¢ OneparopoM HJIM HAa OCHOBAHHH
QeepalibHOTO 3aKOHa;

— oOpabaTeiBaeMble TE€PCOHANBHBIE [JaHHBIC, OTHOCSLIMECS K COOTBETCTBYIOLIEMY CYOBEKTY
IIEPCOHAIBHBIX JAaHHBIX, HCTOYHHK MX IIOJIyYCHHs, €CJIH MHOH NOPSJI0K MPEeIOCTABICHUS TAKUX JTaHHBIX
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He npeaycMorpes PeiepaibHbIM 3aKOHOM;

— CPOKH 06pabOTKH NEPCOHATBHBIX JAHHBIX, B TOM YHCIIE CPOKH HX XPAHCHHS,

— TOPANOK  OCYWICCTBICHHA CYOBEKTOM MEPCOHATBHBIX JaHHBIX IPaB, TPETyCMOTPEHHBIX
DenepaibHBIM 3aKOHOM;

— HH(popMaNKIO 06 OCYIIECTBIEHHOM HITH O MPeoJaraeMoil TPaHCIPaHHUYHOMH Iepe/iaye JaHHbBIX;

— HAUMCHOBaHHE WM (DaMMIIMIO, MM, OTYECTBO M AIpEC JHIA, OCYLIECTBISIONIErO obpaboTKy
NEPCOHAIBHDIX IAHHBIX 110 nopyyenuto Omeparopa, eciu o6paboTka mopydeHa uim GymeT mopydena
TaKOMY JIUILY;

— HHBIC CBEACHHS, NpEAyCMOTpeHHble (DelepalbHBIM 3aKOHOM HIM JPYTHMH (bexepalbHbIMH
3aKOHAMH;

— TpeOOBaTh H3MEHEHHS, YTOUHEHHS], YHHITOXEHHs HHPOPMALMH O caMoM cebe;

— 003KaloBaTh HeNpaBOMEpHbIE AeHCTBHS WK Ge3neicTBHE O 00paboTKe MepcoHANBHBIX JaHHBIX H
TpeOOBATh COOTBETCTBYIOIIEH KOMIIEHCALIUH B CYIE;

— Ha JIONOJHCHHE MEPCOHANBHBIX NAHHBIX OICHOYHOrO XapakTepa 3asBIEHHEM, BBIPAKAIONINM €ro
COOCTBEHHYIO TOYKY 3PEHHUS;

— ONPE/EJIATH HPECTABUTEIICH IS 3aIIMThI CBOMX NEPCOHATIBHBIX JIAHHBIX,

— TpeboBare 0T Onepatopa yBeaoMieHHs 060 BCeX NPOH3BEAEHHBIX B HMX HM3MEHEHHSX HIIM
HCKIIIOYEHUSIX U3 HHX.

2.12.3. Tlonk3oBarens MMeeT NMpaBoO 0GXKaloOBAaTh B YIOJTHOMOYEHHOM OpraHe IO 3aluTe IMpaB
CYOBEKTOB NEPCOHATBHBIX JAHHBIX WIH B CyNeOHOM MOpSIKe AeHCTBUS MM Oe3eHcTBHe Oneparopa,
€CJIM CUHTACT, 4TO MOCICAHMH OCYmIeCTBIAET 00paboTKy ero MepcOHaIbHBIX JAHHBIX C HAPYLICHHEM
TpeboBanuii @enepanbHoro 3akoHa «O TEpPCOHAIBHBIX JAHHBIXY MM HHBIM o0pa3oM Hapymaer ero
1paBa u cBOOO/IbI.

2.12.4. Ilonp3oBatensb NepcOHANbHBIX JAHHBIX HMeeT MPaBo Ha 3alIMTY CBOMX MpPaB M 3aKOHHBIX
MHTEPECOB, B TOM 4HCIE HAa BO3MEUICHHE YOLITKOB M (HIM) KOMIICHCALMIO MOPAIbHOTO Bpela B
CyneOHOM HOpSIKE.

2.13. Obazannocmu Onepamopa.

2.13.1. Tlo ¢axry nuunoro oGpaiieHusi 1MGO TpPH TONYYEHHH MHCHMEHHOTO 3anpoca cyObekTa
IEPCOHANIBHBIX JIaHHBIX MJIH €ro mpejcraBuTens OnepaTop, NpH HAJIWYMM OCHOBAHMH, 0053aH B TEUEHHE
30 nmeit ¢ matel obpalieHns -1ubO MOJY4EHHs 3anpoca CyOBeKTa NIEPCOHAIBHBIX JAHHBIX HJIH €ro
TIpE/ICTaBUTENIs NPENOCTABHTL CBEJCHHS B 00beMme, ycTaHoBiieHHOM @ejepalbHbIM 3aKOHOM. Takue
CBE/ICHUS JIOJDKHBI OBITH IIPE/I0CTABICHBI CYOBEKTY NEPCOHANBHBIX JAHHBIX B JOCTYIIHOM ¢dopme, 1 B HEX
HC JOJUKHBI CONEpHKATHC MEPCOHANBHBIC NAHHBIC, OTHOCAIIHMECS K JAPYTHM CyOBEKTaM IepCOHATBHBIX
AQHHBIX, 33 MCKIIOHCHHEM CJly4aeB, €CIH HMMEKOTCS 3aKOHHBIE OCHOBAHHS IS PACKPBITHS TaKuX
IEPCOHANIBHBIX JIAHHBIX.

2.13.2. Bce oOpamenns CcyObeKTOB TNEPCOHANBHBIX NAHHBIX MIH WX pe/ICTaBUTENeH
PETHCTPUPYIOTCH B
Kypnane yuera obpamenuii rpaxaan (cyGbekToB NEPCOHAIBHBIX JIAHHBLIX) 10 BOmpocaM 00paboTku
[EPCOHAIBHBIX JaHHBIX.

2.13.3. B cimywae oTkasa B IIpeJOCTaBICHHH CYObEKTY NepCOHANBHBIX MaHHBIX MM  €ro
NPE/CTABAUTENO NIPH oOpalleH u MO0 NpU MOTYYeHHH 3anpoca cyObeKTa HePCOHAIBHBIX JJAHHBIX MIH €ro
MpEeJCTaBUTEN HHPOPMAMH O HAIMYHH MEPCOHATBHBIX JAHHBIX O COOTBETCTBYIOIIEM CyOBEKTE
NePCOHANBHBIX JaHHBIX Omeparop o6s3aH 1aTh B IHCbMEHHOH (OpME MOTHBHPOBAHHBIA OTBET,
CO/CPIKAIIME CCBUIKY Ha moJyioxeHHe 4yacTH 8 cratbu 14 denepambHoro 3akona «O IEPCOHATIBHBIX
AGHHBIX» MITH HHOTO (peJepaibHOTO 3aKOHA, ABJISIOLIEEC OCHOBAHHEM JIIsl TAKOrO OTKA34, B CpOK, He
npesblaiomui 30 aHeii co ans obpaiieHus cyObekTa NepCOHANBHBIX JAHHBIX HIIH €ro Npe/ICTaBUTENS,
100 ¢ aThI MOJTy4YeHHUsI 3a1poca CyObeKTa IIepCOHAIBHBIX JAHHBIX HIH €ro IIPEJCTABHTES.

2.13.4. B ciyyae mosyuyeHus 3anpoca OT YIOJHOMOYEHHOTO opraHa I0 3amMTe NpaB CyObEeKTOB
[ICPCOHAILHRIX ~ TAHHBIX O  TIPEJIOCTABICHHH HMH(OpMAaLMH, HEOOXOAMMOI Ul  OCYIIECTBICHHUS
ACATCIIPHOCTH  yKasaHHOro  oprana, Omeparop o0s3aH  coo0WHMTE Takyil0 HHGOPMANMIO B
YHOJHOMOYEHHbIH OpraH B Tevenue 30 aueif ¢ 1aThl MOTyYeHHs TaKoro 3aIpoca.

2.13.5. B ciyuae BhIsBICHHS HENPaBOMEPHOH 06paGoTKH MEePCOHAJIBHBIX JaHHBIX NpPH O0palleHu
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MM TIO 3ampocy CyOBEKTa MEPCOHAIBHBIX JIAHHBIX HJIM €ro MpPEACTABHTENs JHOO0 YIOIHOMOYEHHOTO
OpraHa IO 3auMTe TNpaB CyObEKTOB NEPCOHANBHBIX NaHHBIX Oueparop o00S3aH  OCYIIECTBHTD
OJI0KMpOBaHKE HENPaBOMEPHO 00pabaTHIBaEMBIX MEPCOHATBHBIX JaHHBIX, OTHOCSIIMXCS K 3TOMY CYyOBEKTY
IepCOHANBHBIX IAHHBIX, ¢ MOMEHTA TaKOro OOpalleHus WM MOMyYeHHs YKa3aHHOrO 3ampoca Ha IepHoJ
IIPOBEPKH.

2.13.6. B cnyyae BbIABIICHHS HENpaBOMEpPHOH 06paGOTKH MEPCOHATBHBIX IAHHBIX, OCYLIECTBIISIEMOIH
OneparopomM, mocieanuit B CPoK, He NPEBBILAIOUMI TpeX pabOuYHX JHEH ¢ HATBI ITOTO BBIABICHHS,
00s13aH NPEKPATHTh HENPABOMEPHYIO 00pabOTKy NepCOHATBHBIX NaHHBIX. O6 ycTpaHeHHH JOIYHIEHHBIX
Hapymenuit Oneparop o0si3aH yBeIOMHTh CyOBEKTa MEPCOHATBHBIX TAHHBIX MM €ro MPeACTABHTENS, a
B ciyqae eciu oOpaiieHue cyObeKTa MepCOHaNbHBIX JAHHBIX WIH €ro NPEACTaBHTENS THOO 3arpoc
YIIOJIHOMOYCHHOTO OpraHa IO 3allHTe NpaB CyOBEKTOB NEPCOHAIBHBIX JAHHBIX OBUIM HAaNpaBJIeHBI
YIOJHOMOYCHHBIM OPraHOM M0 3allMTe NpaB CYOBEKTOB NEPCOHANBHBIX JAHHBIX, TAK)KE YKa3aHHLI
Opras.

2.13.7. B ciywae noCTHXKEHHS Ueid 00paGOTKH NEPCOHATBHBIX JIAHHBIX Omneparop o0s3an
NpeKpaTHTh 0OpabOTKY NEPCOHANTBHBIX AAHHBIX M YHHYTOXKMTH NEPCOHATBHBIE NAHHBIE B CpOK, He
npesbimarolmi 30 pabouux AHEH ¢ JaThl IOCTHKEHHS Leid oOpaGOTKH MepCOHAIBHBIX IAHHBIX, €CIH
HHOC HE NPEyCMOTPEHO JIOTOBOPOM, CTOPOHOH KOTOPOTO SIBISIETCS CYOBEKT NEPCOHATBHBIX TAHHBIX.

2.13.8. 3ampemaercs NpUHATHE HA OCHOBAHHH HCKIIOUHTEIHLHO aBTOMAaTH3WPOBAHHOH 00paboTKH
NePCOHANBHBIX NaHHBIX PEIICHHH, MOPOXKAAIOUIUX FOPHHYECKHE IOCIE/ICTBHs B OTHOIIEHHH CyObeKTa
NEPCOHATBHBIX JIAHHBIX HIIH HHBIM 00pa30M 3aTparHBalOIIMX €ro [PaBa U 3aKOHHBIE HHTEPECHL.

2.14. Pesicum KoHhuoen yuaibHoCmu NepcoHanbHuIX OaHHBIX.

2.14.1. Oneparop obecrieunBaeT KOHPHACHIMATLHOCT M GE30MACHOCTD NIEPCOHANBHBIX JAHHBIX npu
1X 00paboTKe B COOTBETCTBHH ¢ TPeGOBaHMAMH 3aKOHOIATEIbCTBA PD.

2.14.2. Onepatop He pacKphIBaeT TPETHHM JIMLAM H HE PACTIPOCTPAHSET NePCOHATBHEIE JaHHbIE 663
COrnacHs Ha 3TO CyOBEKTa NEPCOHANBHBIX JIAHHBIX, €CIM HHOE He INpeaycMoTpeHo deaepanbHbM
3aKOHOM.

2.143. B cooTseTcTBMM ¢ TepedyHeM IMEPCOHANBHEIX JAHHBIX, 0OpaGaTHIBAEMBIX Ha caiiTe,
nepconanbhble nanHbie [TonbsoBareseii Caiita sSBISIOTCS KOH(BHIEHIMATBHOM HHPOPMAIIHEii.

2.14.4. Jluua, ocymiecTBisiolme 00paGOTKY MNEPCOHANBHBIX JAHHBIX, OOM3aHBI COOJIONATH
TPeOOBAHHS PErIAMEHTHPYIOIIMX JOKyMeHTOB Omnepatopa B YacTH obecreyeHns KOHGHICHIMATEHOCTH 1
0e30MacHOCTH EePCOHANIBHBIX TAHHEIX.

3. ObpadoTka NepCcoOHANBLHBIX JAHHBIX

3.1. ITepeuens obpabamsieaemoix nepconanvuvix oannvix Illonvzoeameneii:

— amuus;

— UMsL;

— OTYECTBO;

— 1oJ1;

— PEerHoH;

— MOOMIIbHEIH TenedoH;

— DJIEKTPOHHAS T10YTa.

3.2. /luya, umerouque npaso docmyna K nepconanbubim OaHHbIM.

3.2.1. IlpaBoM focTyna K MHEPCOHAILHBIM JIAHHBIM CYOBEKTOB OONANAIOT JIMNA, HA/ECHHbIE
COOTBETCTBYIOLIMMH IIOJTHOMOYHAMH B COOTBETCTBHH CO CBOUMH CIIY)KeOHBIMH 00S3aHHOCTAMH.

3.2.2. Ilepeyenp /ML, MMEIOMHX JOCTYN K NEPCOHAILHBIM JAHHEIM, YTBEpYKIAeTCs reHepanbHbIM
JpekTopoM OnepaTopa.

3.3. llopaoox u cpoku xpanenua nepconanvuulx oannvix na Caiime.

3.3.1. Onepatop ocyIecTBIsAET TOIBKO XpaHeHHE NepCOHATbHBIX AaHHbIX [losb3oBareneii na Caiite.

3.3.2. Cpoku XpamneHus nepcoHanbHbIX fanubx [lons3osareneii na Caiite onpeneneHbl yCIOBHAMH
Ilonp3oBarenbekoro  coryamenns, BBOASTCS B JeHiCTBME ¢ MOMEHTa IPHHATHS  (aKuernTa)
[Tone3osarenem pannoro cornamenns Ha Caiite u geficTByloT m0 Tex mop, moka Iloab3oBarens He
3asBUT O CBOEM JKEJIAHHH YJIAJIMTh CBOHU NEPCOHANIBHEIE JaHHble ¢ CaiiTa.
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33.3. B cayyae ynanenuss naHHeix ¢ Caiita 110 HHMLIMATHBE OJHOH M3 CTOPOH, @ HMMEHHO
IpeKpalleHus ucnoib3osanus Caifta, nepcoHaibHble naHHbie [lonb3oBaresns xpaHsaTcs B 0a3zax J@HHBIX
Omneparopa ATk JIET B COOTBETCTBHHU C 3aKOHOAATENBLCTBOM P@.

3.3.4. Tlo ucre4eHMH BBIIEYKA3aHHOTO CpPOKAa XpaHEHHs NEPCOHANbHBIX AaHHBIX [lonmb3oBaTens
nepcoHaibHple JaHHbie [losb3oBaTens yaansioTCsi aBTOMATHYCCKH 3a/IaHHBIM aJITOPHTMOM, KOTOPBIH
3ajaet Oneparop.

3.3.5. OnepatopoM He BeneTcss 00paboTka nepcoHaIBHBIX AaHHBIX [Tosb30Bareneit Ha GyMaXKHBIX
HOCHTENAX HHPOPMAIIHH.

3.4. brokupoeanue nepconanbHyIx OAHHBIX.

3.4.1. ITlonm OnoxkupoBaHHEM NEPCOHAIBHBIX JAHHBIX [OHUMAETCs BPEMEHHOE IpeKpalleHHe
Oneparopom omneparuit 1o ux obpaborke no tpeGopanuio Ilonmp3oBarens NpH BBUSIBICHHH HM
HEJJOCTOBEPHOCTH 00pabaThiBaeMBIX  CBeJIEHHH MJIH  HENPAaBOMEPHBIX, [0 MHEHHIO cyObekTa
NEPCOHAIBHBIX JAHHBIX, IEHCTBHI B OTHOIIEHHH €r0 TAHHBIX.

3.4.2. Oneparop He mepejaeT NEPCOHAILHBIC JAHHBIE TPETHHUM JIMIIAM W He mopydaer oOpaboTkKy
NEPCOHANBHEIX JIAHHBIX CTOPOHHHMM JMIaM M opraHusauusMm. [lepconanenbpie nanneie [losb3oBarenei
Caiita oOpabarTeIBalOT TOJBKO COTPYMHHKH Omneparopa (aaMHHHCTPAaTOphl ©0a3 JaHHBIX W T. JI.),
JIOTIYIIEHHBIE YCTAHOBJIEHHBIM MOPAAKOM K 00paboTke nepcoHanbHbIX JaHHBIX [lonp3oBarenei.

3.4.3. bnokupoBaHMe mnepcoHalbHBIX HaHHBIX Ha CaiiTe oOcyllecTBIseTcs Ha OCHOBAHUH
ITMCBMEHHOI0 3asBJIEHUS OT CyObeKTa NePCOHATBHBIX JAHHBIX.

3.5. Yuuumoorcenue nepconaibnovlx 0anHblx.

3.5.1. llon yHMYTOKEHHEM NEPCOHANBHBIX TaHHBIX MOHHUMAIOTCS ACHCTBHS, B Pe3yJbTaTe KOTOPBIX
CTAHOBHTCS HEBO3MOJKHBEIM BOCCTAHOBHUTB COJEPKAHME IE€PCOHANBHBIX AaHHbIX Ha Calite w/wim B
pe3ysbTaTe KOTOPBIX YHHYTOXKAKOTCSA MAaTEPUAIbHbIE HOCHTEIH NEPCOHATBHBIX 1aHHBIX.

3.5.2. CyObexT nepcoHalIbHLIX TaHHBIX BIpaBe B MUCHMEHHO# (opme TpeOOBATH YHHYTOKECHUS
CBOMX IIEPCOHANBHBIX [aHHBIX B ClIy4ae, €C/IM [ePCOHAIbHBbIE JaHHBIE SBISIOTCS HENOIHBIMH,
YCTapeBUIHMH, HEJIOCTOBEPHLIMH, HE3aKOHHO IIOJIyYE€HHBIMH HJIM HE SBJSIOTCS HEOOXOIAMMBIMH s
3asiBJICHHOM 1[eTH 00pabOTKH.

3.53. B cnywae oOTCYTCTBHSL BO3MOXKHOCTH YHHUYTOXKE€HHS NEPCOHAIBHBIX MAaHHbIX Oneparop
ocyulecTBiseT OJIOKHUPOBAHUE TAKMX NMEPCOHATBHBIX JTAHHBIX.

3.5.4. YHUYTOXKEHHE NEepPCOHATBHBIX MAHHBIX OCYLIECTBIAETCA IMYTEM CTHPAaHHA HH(POPMAalMH C
HCIIOJIb30BAHWEM  CepTU(RUIZPOBAHHOIO  NporpaMMHOro  obecredyeHus ¢ rapaHTHPOBAHHBIM
YHHYTOKEHHEM (B COOTBETCTBHUH C 3a/IaHHBIMU XapaKTEPHUCTUKAMH Il YCTAHOBJIECHHOI'O MPOrPaMMHOIO
o0ecneyeHus ¢ rapaHTHPOBAHHBIM YHHUYTOKEHHEM).

4. Cucrema 3aIHMTHI NEePCOHAIbLHBIX JAHHBIX

4.1. Mepwi no obecneuenuio bezonacHocmu nEPcOHANbHBIX OAHHBIX HPU UX 00pabomKe.

4.1.1. Onepatop mnpu o06paboTKe NEPCOHAIBHBIX JAHHBIX O00s3aH IPUHUMATh HEOOXOMMBbIE
NpPaBOBBIC, OPraHU3allMOHHBIE M TEXHHYECKHE Mepbl WM OOecrneyuBaTb WX NPHHITHE IS 3ALIHTHI
MEPCOHANIBHBIX JIaHHBIX OT HENPABOMEPHOTO MJIH CIIy4aiHOTO HOCTYNa K HHUM, YHHYTOKCHHS, H3MECHEHMUS,
OJIOKHPOBAaHHS, KONMPOBAHUS, MPEIOCTABICHHUS, PACIPOCTPAHEHH MEPCOHAIBHBIX IaHHBIX, @ TaKXKe OT
HHBIX HENIPABOMEPHBIX JEHCTBUIN B OTHOIICHHH NIEPCOHANIBHEIX JIAHHBIX.

4.1.2. Obecneuenue 6e30MaCHOCTH MEPCOHANBHBIX JAHHBIX JOCTUIAETCS, B YACTHOCTH:

— ompejeneHHeM  yrpo3 0e30MmacHOCTH MEepCOHANBHBIX JIAHHBIX 1pH  HX o0paboTke B
HH(OPMAIIHOHHBIX CHCTEMAX [IEPCOHABHBIX JIAHHBIX;

— IPHMEHEHHEM OpraHU3allMOHHBIX M TEeXHHYEeCKUX Mep 1o obecneyeHHo 0e30MacHOCTH
MEPCOHANBHBIX JIAHHBIX NpH HX 00paboTke B MH()OPMAIMOHHBIX CHCTEMAaxX NEPCOHAIBHBIX JIAHHBIX,
HEOOXOJMMMBIX JUIsl BBIIOJHEHHS TPeOOBaHMI K 3alIHTE NEPCOHAIBHBIX JaHHBIX;

— NPUMEHEHHEM IIPOLICAIINX B YCTAHOBJICHHOM MOPSJIKE MPOLEAYPY OLUEHKH COOTBETCTBHS CPEICTB
3alUThl UHPOPMALUH;

— onenkoi >(pdexTHBHOCTH NpPHHHMAaeMBIX Mep 0 olecreyeHHIo 0e30I1aCHOCTH IePCOHABHBIX
JAHHBIX JI0 BBOJIA B OKCILIyaTallHio HH(POPMAIMOHHON CHCTEMBI MePCOHAIBHBIX JaHHBIX;

— Y4€TOM MAlIMHHBIX HOCHUTEJNIEH NepCOHAIbHBIX JJAHHBIX;
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— o0HapyxeHueM (PaKToB HECAHKIMOHHPOBAHHOTO A0CTyINa K NePCOHAIBHBIM JaHHBIM U IIPHHATHEM
MEp; .

~ BOCCTAHOBJICHHCM I€PCOHATBHBIX JAHHBIX, MOXH(MHIHPOBAHHBIX HJIH YHHUTOKEHHBIX BCIEICTBHE

HECAaHKIIHOHHPOBAHHOI'O IOCTYIIA K HUM;

~ YCTAaHOBJCHHEM NpaBHI JIOCTYIAa K [EPCOHAIBHBIM JAHHBIM, 00pabaTblBaeMbIM B
HH(OPMAIIMOHHON CHCTEMe NMePCOHANBHBIX JAHHBIX, 4 TAKKe ofeclIeueHueM PETHCTPaUH ¥ y4eTa Bcex
JCHCTBHi, COBEPINAEMBIX C TEPCOHAIBHBIMH JAHHBIMH B HH(OPMAITMOHHOM CHCTEME MepPCOHATBHBIX
JIAaHHBIX;

— KOHTPOJIEM 32 IIPHHHMACMBIMH MepaMH 110 00ecTeYeH IO 6e30IIaCHOCTH NEPCOHATBHEIX TAHHBIX H
YPOBH 3alMIIEHHOCTH HH(POPMAIMOHHBIX CHCTEM TIEPCOHATBHBIX JJAHHBIX.

4.1.3. Jins ueneit ITonoxkenus: mox yrposamu 6e30macHOCTH NEPCOHANILHBIX JIaHHBIX MOHUMAETCS
COBOKYIIHOCTb YCJIIOBHH M (DAKTOPOB, CO3JAIOMIKX OMACHOCTH HECAHKIIHOHHPOBAHHOTO, B TOM YHCJIE
CIIy4alHOro, NOCTyNa K MepPCOHANBHBIM JAHHEIM, pe3yiIbTaToM KOTOPOr0 MOTYT CTaTh YHHYTOXKEHHE,
M3MEHEHHUE, OJIOKHPOBAHHE, KOIMPOBAHME, IPEIOCTABIICHHE, PaclpoCTPAHEHUE IEPCOHAIBHBIX JIAHHBIX,
a TAIOKE HHBIC HCIPABOMEpHBIC JEHCTBAS npu HMX 00paboTke B HHMOPMALMOHHON CHCTEMe
NCPCOHANBHBIX  MaHHBIX. [IoX  ypOBHEM 3alMINEHHOCTH HEpPCOHANBHBIX JAHHBIX IIOHUMAETCS
KOMIUIEKCHBIH  10Ka3aTesib, XapakTepH3yIOUMii TpeGOBAHMS, HCIOIHEHHE KOTOPBIX o0ecnedynBaer
HEHTPAIM3aLKI0 ONpe/IeleHHBIX YIpo3 0e30I1acHOCTH NEPCOHANBHBIX JAHHBIX NpPU HX 00paboTke B
HH()OPMAIHOHHOMH CHCTEME NIEPCOHAIBHBIX JaHHBIX.

4.2. 3amuwaemole ceedenun o cyGveKme nepcoHanbHbIX OAHHBIX.

K sammmaemeM cegenusm o cy6wekre NEepCOHANbHBIX NaHHbIX Ha CaiiTe OTHOCATCS HaHHBIE,
TIO3BOJISIIOIIME  HACHTHQUIMPOBATh CyOBEKT MNePCOHANBHBIX J@HHBIX H/HITH MOJYYUTE O HEM
AONOJIHHTEIILHBIC CBEJICHHS, IIPEJIyCMOTPEHHBIE 3aKOHO1ATEIBLCTBOM H [10JI0KEHHEM.

4.3. 3awuaemore oovexmeor HEPCOHAIbHBIX OAHHBIX.

4.3.1. K 3amummaemMeiM o6beKkTaM MepCoOHaANbHBIX JaHHBIX Ha CaliTe oTHOCITCS:

— 00bekThl HHpOPMATH3AIMH H TEXHHUYECKHE CpeICTBAa  aBTOMATH3MPOBAHHOH 00paboTku
HH(pOpMaLKH, colepiKallell epcoHaTbHBIC JaHHBIE,

— HH(pOPMAIMOHHBIE pecypchl (6a3bl JJAHHBIX, aiiner m gp.), comepxamme uHPOpMANHIO 06
HH(OPMALMOHHO-TE/IEKOMMYHHKAIMOHHbIX CHCTEMAX, B KOTOPBIX UUPKYJIHPYIOT TIEPCOHAIBHbIE TaHHbIE,
O COOBITHAX, IPOU3OIICLIMX~C YNPABIIEMBIMH o0bekTamMH, 0 maHax obecredenus GecrepeGoiiHol
paboTHI K NpoNeIypax Nepexoia K yHpaBlIeHHIO B aBapUHHBIX peKHUMaX;

— KaHAIBL CBA3H, KOTOPBIC HCIOJB3YIOTCS JUls TEpElavyd [EepCOHANBHBIX JAHHBIX B  BHIE
HH(OPMATHBHBIX JIEKTPHYECKHX CHTHATOB H (DH3HUYECKHX TOTICH:

— OTYYXXIAeMbIE HOCHTE/IM HMH(OpPMAIMH HAa MArHUTHOM, MarHUTHO-ONTHYECKOH W HHOMN OCHOBe,
NPHMCEHACMBIC U1 00paboTKK MePCOHAIbHBIX TaHHBIX.

4.3.2. Texnonoruueckas MHGOpMauus 06 MHPOPMALHOHHBIX CHCTEMAX H HIEMEHTAX CHCTEMBI
3alIMTBI ICPCOHAIBHBIX JAHHBIX, MIOJUICXKAIAN 3AIUTE, BKIIOYALT:

— CBCACHHA O CHCTEMC YNpPAaBJICHHS JOCTYNIOM Ha OOBEKTHl HMH(pOpPMATH3AUMH, HA KOTOPBIX
ocymecTBsAeTest 00paboTKa NepCOHANBHBIX JAHHBIX;

— ynpasisiomast uapopmanus (koHGHrypaunonssle daiiibl, TaGIHIEI MapuIpyTH3allu1, HACTPOHKH
CHCTEMBI 3alUTHI H T1p.);

— TEXHOJIOTHYECKas HHPOPMALHS CPEJICTB JOCTYNA K CHCTEMAM yIIpaBieH s (ayrentudukannonnas
MH(pOPMaLMs, KITIO49H U aTpUOYTHI JOCTYIA U ap.);

— XApaKTCPUCTHKH KaHAJIOB CBA3H, KOTOPbIE HCMONB3YIOTCS JUISl IEPe/Iadl NEPCOHANBHBIX JaHHBIX B
BH/I€ HH(OPMATHBHBIX HTEKTPHICCKAX CHTHAIIOB H (PH3HUECKHX TOJICH;

— HH(OPMAIHMS 0 CPEACTBAX 3aIUTHI IEPCOHATBLHBIX JIAHHBIX, X COCTABE H CTPYKTYPE, MPUHIUIIAX H
TEXHHYECKUX PEUICHUSAX 3aLUTHI;

— ClIyXeOHble NaHHble (MeTajlaHHble) MOSBISIONIHECS npu paboTe MPOrpaMMHOIO obecrneuenus,
COOOIIEHHH M TPOTOKOJIOB MEKCETEBOTO B3AHMOAEHCTBHS, B pesysibrare 006pabOTKH NEPCOHAIBHBIX
JIAHHBIX.



4.4. Tpebosanua k cucmeme 3aujumot NEPCOHAIbHBIX OAHHbBIX.

CucreMa 3alUThl EPCOHAIBHBIX JAHHBIX JOJDKHA COOTBETCTBOBATH TpeOOBaHHAM [OCTAHOBICHUS
llpaButensctBa P® or 1 mosbps 2012 r. Ne 1119 «06 YTBEPKIEHHH TpeOOBaHWi K 3alluTe
TIEPCOHANBHBIX TAHHBIX NPH HX 00paboTke B MHPOPMALIHOHHBIX CHCTEMAX NEPCOHATBHBIX JAHHBIXY.

4.4.1. Cucrema 3amIuThl IEPCOHATBHBIX JAHHBIX J0JDKHA 00ECIIeUHBATD:

— CBOCBPEMEHHOEC OOHapy)KEHHE W MNpPENOTBPAIICHHE HECAHKIMOHHPOBAHHOIO JocTyna K
[IEPCOHATLHBIM JIAHHBIM H (WJIH) IIEPE/iadi KX JIMIaM, He HMEIOIUM [IpaBa JIOCTYIa K TaKoil HHbOpMAaIuu;

— HCJONYUICHHE BO3ACHCTBAS HA TEXHMYECKHE CPEACTBA ABTOMATH3MPOBAHHONW 06paGOTKH
TICPCOHATLHBIX IaHHBIX, B PE3YJIbTaTE KOTOPOrO MOXKET OBITh HAPYIICHO HX (YHKIMOHHPOBAHHE;

— BO3MOKHOCTE HE3aME/UIMTE/IbHOTO BOCCTAHOBJICHHS NIEPCOHAILHBIX JIAHHBIX, MOM(HITMPOBAHHBIX
HJIH YHHYTOKEHHBIX BCIICACTBHE HECAHKIIMOHMPOBAHHOIO JI0CTYNA K HUM;

— MOCTOSHHbIH KOHTPOJIb 33 00€CTIeYeHHEM YPOBHSI 3alMIICHHOCTH TePCOHAIBHBIX JaHHbIX.

4.4.2. Cpencra 3amuThl HHOOPMAIHH, IPHMEHSEMBIE B MH()OPMAIHOHHBIX CHCTEMAX, JOJIKHEI B
YCTaHOBJICHHOM IOPSI/IKE IIPOXOAUTH IIPOLEIYPY OLEHKH COOTBETCTBHAL.

4.5. Memooot u cnocobbi 3augumst ungopmayuu ¢ UH(OPMAUUOHNHBIX CUCIMEMAX NEPCOHATbHBIX
OaHHbIX,

4.5.1. MeTotel ¥ €110CO0BI 3aIMTEl HHPOPMALHH B MH()OPMAIHOHHBIX CHCTEMAxX IEPCOHAIBHBIX
AaHHbIX Oreparopa JI0/KHEI COOTBETCTBOBATH TPEGOBAHHSIM:

— npukasa @CTOK P® or 18 ¢espast 2013 r. Ne 21 «O6 yreepkaenuu Cocrapa u COJePXKAHUS
OPraHU3alHOHHEIX H TEXHHYECKHX MEp 1Mo oOecrneyenuio 6e30MacHOCTH NePCOHAIBHBIX TAHHBIX PH KX
00paboTke B HH(POPMALIHOHHBIX CHCTEMAX MEPCOHANBHBIX JAHHBIXY,

— npuxaza ®CB Poccun ot 10 mioms 2014 r. Ne 378 «O6 yrBepxaennn Cocrasa u CoZlepIKaHHUS
OPTaHH3ALMOHHBIX M TCXHHYCCKHX MEp MO obecredeHnIo Ge30MacHOCTH NEPCOHANBHBIX JAHHBIX NMPH HX
obpaboTke B WMHOOPMALMOHHBIX CHCTEMaX [EPCOHATLHBIX JAHHBIX C HCIOJIbE30BAHUEM CpezcTB
Kpunrorpabpuyeckoii  3amuTel  MHGOPMAUNM, HEOOXOJUMBIX JUIS  BBITOJIHEHHUS YCTaHOBJIEHHBIX
IpaButenscreom Poccuiickoit ®enepannn tpeGosanmii k 3amuTe IEPCOHAJIBHBIX JIAHHBIX JUIS KaXJIOro
M3 YPOBHEH 3alMIICHHOCTH» (B cliyuae ompefesneHus OnepaTopoM HeoGXOAMMOCTH HCIOJIB30BAHMS
CPe/ICTB KpHnTOrpaguueckoi 3amutel uHGOpPMALMH Uit obecreyeHus 6Ge30MacHOCTH IEPCOHAIBHBIX
JIAHHBIX ).

4.5.2. OCHOBHBIMH METOJAMH M CNOCOOAMH 3aIUTHI MH(pOpMalKK B HHPOPMALMOHHBIX CHCTEMAX
NEPCOHATPHBIX JaHHBIX Tlosb3oBarenedl siBasioTcs MeTompl W crocolbl 3alUTH HHDOPMALHE OT
HCCAHKIIMOHHPOBAHHOTO, B TOM YHCJIE CIy4aiHHOro, JOCTYNa K NEPCOHATBHBIM JIAHHBIM, Pe3yIbTATOM
KOTOpOro MOMET CTaTh YHHYTOXKEHHE, H3MCHEeHHe, OJIOKMpOBaHME, KOIHPOBAHHE, PAcCTpOCTPaHEHHE
IIEPCOHAJIPHBIX JAHHBIX, @ TaK)Ke€ HHBIX HECAHKI[MOHMPOBAHHBIX JEHCTBHH (J1anee — METOABI M CIIOCOBBI
3aiuThl HHGopmanuu ot HCJT).

4.5.3. BoiGop u peanu3anys METONOB H CIIOCOBOB 3aIUTHI uHpopmanuu Ha CaiiTe oCymecTBIAETCS B
COOTBETCTBHH € PCKOMCHIALHUAMH PEryasTopos B obnact 3awurel uabopmanuu — ®CTOK Poccuu u
®Cb Poceun, ¢ y4eTtoM ompenesseMbix OnepatopoM yrpo3 0€30IaCHOCTH MEPCOHATBHBIX IAHHBIX
(MOzie/IM yrpo3) ¥ B 3aBHCHMOCTH OT KIacca HH(POPMALHOHHOM CHCTEMBL

4.5.4. BeiGpannble H peaiM30BaHHBIE METObI M CIIOCOOBI 3ALIHTEI uHpopmaru Ha Caiite JOIKHBI
obecreynBaTh HEHTPATH3AIMIO IIPE/IIOJIAraeMbIX yrpo3 0e30MacHOCTH NEPCOHATBHBIX JAHHBIX MPH HX
obpaboTke.

4.6. Mepoi 3auwgumer unghopmayuu, cocmasnaomei nepCoHanbHble OaHHbIE,

4.6.1. Mepbl no oxpase 0a3 JaHHBIX, COJEPIKALINX IEPCOHAIBHBIE JaHHBIC, NPHHHUMAEMbIE
OmnepaTopoMm, TOJKHBI BKIIOYATH B CeOs:

— OIIPE/IEJICHUE NepeyHst HH(YOPMALIMH, COCTABIISIONIEH MEPCOHATBHEIE JAHHBIE,

— OIPaHHYCHHE JI0CTYIIA K HH(POPMALKH, COAEPIKAIIeH IePCOHANBHBIE JAHHBIE, ITyTEM YCTAHOBICHUS
nopsiika obpauleHns ¢ 9Toi HHpOpMaLHel 1 KOHTPOIIS 3a COBMIOEHHEM TAKOTO nopsiKa.

4.6.2. Mepel 110 0XpaHe KOH(HASHIHATEHOCTH HH(POPMAIIMH TPU3HAIOTCH Pa3yMHO JOCTATOYHBIMH,
eclIu:

— HCKIIIOHACTCS I0CTYI K NEPCOHANBHBIM NaHHBIM JIIOOBIX TPEThHX UL Ge3 cormacus Oneparopa;

— obecrneunBaeTcss BO3MOXKHOCTH HCIIOIB30BAHMS MH(OPMaIHH, comepsKallel IepCOHANBHBIE
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NaHHble, 63 HapyIIeHHs 3aKOHO/IAaTeNIbCTBA O MEPCOHATBHBIX JaHHBIX;

— npu pabore ¢ Ilonb3opareneM ycraHaBaMBaeTCs Takod HOpsaoK AeiictBuii Omeparopa, mpu
KOTOPOM 00eCIeYHBaeTCsl COXPAHHOCTE CBEJCHHH, CONEPIKAIINX MEPCOHAbHBIE JanHbIe [1o1p30BaTeNs.

4.6.3. TlepcoHanbHble naHHBIE HE MOrYT ObITH MCIOJNB30BAHBl B I€IAX, MPOTHBOPEYAITHX
TpeboBanusiM DenepaibHOr0 3aKOHA, 3alUTBl OCHOB KOHCTHTYIHMOHHOTO CTpOS, HPABCTBEHHOCTH,
3/I0POBBA, IIPaB H 3aKOHHBIX HHTEPECOB APYTHX JUIL, obecrnedyeHus 00OPOHBI CTpaHbl H GE30MaCHOCTH
rocyJiapcraa.

4.7. Omeemcmeennocme.

4.7.1. Bee cotpynnuku OnepaTopa, OCYIIECTBIAIONME 00paboTKy MePCOHANBHBIX JAHHBIX, 00S3aHb]
XpaHUTh TalHy O CBEICHMAX, COJACPXKAIMX [EPCOHAIBHBIE MaHHBIE, B COOTBETCTBUHM ¢ [lojioKeHHEM,
TpeboBaHUAMHU 3aKoHOJaTeNbeTBa PO,

4.7.2. Jluua, BHHOBHBIE B HapymeHuH TpeboBanuil [loJoXKeHHs, HeCyT MpeayCMOTPEHHYIO
3aKOHOaTeNbCTBOM P® OTBETCTBEHHOCTD.

4.7.3. OTBeTCTBEHHOCTh 3a COOIIOJCHHE pEXKMMAa MNEPCOHANBHBIX JAHHBIX II0 OTHOLICHHIO K
NIEPCOHAIBHBIM JIaHHBIM, Haxoasdmumcs B Oasax jnanneix Caiita, HecyT OTBeTCTBeHHbIE 3a 00paboTKy
NEPCOHAILHBIX JIAHHBIX.

5. 3ak/04HTEIbHBIE MO0JI0KEHHS

5.1. B cayyae wM3MeHeHMs [eHCTBYIOLIEro 3akoHojarenbcTBa P®, BHeCeHHS H3MEHEHWH B
HOPMaTHBHBIC JIOKYMEHTBI 110 3aLIMTE MEPCOHANBHBIX JaHHBIX HacTosee [lonoxenune neiicTByeT B yacT,
HE MPOTHBOpEYALIEH JIeHCTBYIOIIEMY 3aKOHOAATENBCTBY J0 IPHBEICHUS €r0 B COOTBETCTBHE C TAKMMH.

5.2. Yenosus Hactosimero ITonoxenus ycTaHapIMBalOTCs, H3MEHSIIOTCA M OTMeHsIoTes OnepaTopom
B OIHOCTOpOHHEM mnopsiake 0e3 npeaBapurenbHoro ysemomieHus Ilomezosatens. C  MomeHTa
pasmewienns Ha Caiite HOBOM pemakuuu [TonoXKeHHs TpeabLIyINas peJakiis CUMTAETCH yTPaTHBIIEH
CBOIO cuiy. B ciyuae cymecTBeHHOro wu3MeHeHHs ycioBuit Hactosiero Cornamenus Onepatop
usBenaer 06 sroM [Tonp3osarereit nyrem pasmemenus na Caiite COOTBETCTBYIONIEr0 COOONIECHHUS.

5.3. Ecmu [Ilonp3oBaTens He COIaceH ¢ YCIOBHAMH HAcTOALIEro IloJI0KeHHs, TO OH JOJDKEH
HEMEUICHHO yJaluTh CBoi npoduns ¢ Caiita, B NPOTUBHOM Cliydae MPOJODKEHHE HCIOJIb30BaHHSI
llonm3oBarenem Caiita o3nauaer, uro [lonk3oBarens cornaces ¢ ycnoBusMu Hactosmero [Tonoxkenus.
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